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loc_118F@: ; CODE XREF: sub_11878+2FTj
mou rax, cs:q CiOptionsAddr
mou cl, [rax]
mow cs:original_g_ciOptions_value, cl ; {R7Fg_ciOptions[F3H{E
mou rcx, cri
mou eax, 2
mov crgd, rax ; ZAIHTFEERIP
mou rax, cri
btr rax, 16h A =
mou crd, rax ﬂﬂﬁﬁ%gﬂzﬁﬁ
cli
mou rax, cs:q CiOptionsaddr
mov byte ptr [rax], 0 ; Jfg_rioptionsf){Ei5 = [F]DSE

sti : FERFEERP SR A R AR s b

bts rax, 16h
mou crd, rax
mouzx eax, cl
jmp short loc_ 11BE3
P T T oo oo \ro
nuwy rdx, vrm %IﬂDSE
btr rax, 18h
mov crB, rax )
cLi s XANESRY
mov rcx, cs:g_Ci0ptionsAddr

mov al, cs:original g CiOptions_wvalue ‘ A‘ =
mov [rcx], al ; FFEDSE bn?—&aﬁﬁnggzﬁ
mou rax, cri ; HFEHTESRIF

sti
bts rax, 18h
mov crB, rax

movzx eax, dl
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Java Runtime Environment(JRE)JMessageDigest.isEqual FRI £L
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Microsoft .NET Framework 7' #Jstrong
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DLLICAF st 44, 1MAZDLLEA S, wl#sed .
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Bitlocker )\ ] CVE-2010-3145
7EMicrosoft Windows Vista SP1AISP2 ' ¥)Backup Manager/t]
sdclt.exe ¥ ] I BitLocker Drive Encryption APIM A7 7EA 1]
G R IR . A P oar DUEB) 257 TAE H s i)
fveapi.dlIR L SR BV AL

Bitlocker V. CVE-2008-3893
Windows Vista SP1Z HI WA H I Microsoft BitlockerfEBIOS
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AppLocker ). CVE-2011-4434
Microsoft Windows 2™ WA F A7 75 A BE A S it
AppLocker AN, A5 B0ty 2 m 5 By N A P o 1) 22 BRI AS
SEE v R iZIwiF C.AEMicrosoft Office applications
AMSANDBOX_INERTUA X LOAD_IGNORE_CODE_AUTHZ_LEVEL
HHE IR SE

TPMSEHR CVE-2011-1162
The tpm_read function in the Linux kernel 2.6 does not
properly clear memory, which might allow local users to read
the results of the previous TPM command.

TPMSEIL CVE-2011-1160
The tpm_open function in drivers/char/tpm/tpm.cin the
Linux kernel before 2.6.39 does not initialize a certain buffer,
which allows local users to obtain potentially sensitive
information from kernel memory via unspecified vectors.
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TPMELIE TPM Reset Attack
If an attacker really wanted to keep from disturbing the rest of
the platform, they could physicallyisolatethe TPM from the
platform and drive the reset line only on the TPM . Either way,
we could ultimately take a platform in an untrusted
configurationand put it into a trusted one.

TPMSEHL Cloaking Malware with the Trusted Platform Module
Malware can use the Trusted Platform Module to make its
computation significantly more difficult to analyze. Even
though the TPM was intended to increase the security of
computer systems, it can undermine computer security when
used by malware.
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