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Schneier on Security

2006,% /E]]E _/I-’J‘"%"_I ff éé ng&;’_él A blog covering security and security technology.

« Unlocking anv iPad2 using a Smart Cover | Main | Commentary on Strong Passwords »
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It's taken me a few years, but I've come around to this buzzword. It highlights an
important characteristic of a particular sort of Internet attacker.

> A Y S=p g s A
/ / = x‘ ZU b( / /{ N X‘ 'J A conventional hacker or criminal isn't interested in any particular target. He wants a
JV 'k A A thousand credit card numbers for fraud, or to break into an account and turn it into a

zombie, or whatever. Security against this sort of attacker is relative; as long as you're
more secure than almost everyone else, the attackers will go after other people, not you. Subscribe

S - 174 An APT is different; it's an attacker who -- for whatever reason -- wants to attack vou.
/15> A y ﬁ é co0o0oeoe Against this sort of attacker, the absolute level of your security is what's important. It
j 'f‘ / /1% doesn't matter how secure you are compared to your peers; all that matters is whether . -

you're secure enough to keep him out.

APT attackers are more highly motivated. They're likely to be better skl\led hetter funded
and more patient. They're likely to try several different avenues of; e much
mare likely to succeed.

——Peter Capi£Bruce Blog L49 =

Peter Cap + November 8. 2011 3:33 BM

Peter Cap

S0
AR . Threat Analyst at Microsoft Brief backaround--"APT" was originally coined in 2005 or 2006 by analysts working netsec
F " : issues for the Air Force. They created this term to discuss a particular threat with the press
¥ Redmond, Washington | Computer & Network Security withaout invoking its classified covername. So, ariginally, it was actually meant to be a
« p— ! name--it could just as easily have been Biff or Steve or Maggie.
by e e Previous Symantec Corporation, US Navy
x arer on, people Who near. e term but did no necessaﬁry T0 Work In Chis area took It to
Education Beloit College stand for a ¢fass of threats. Then began the discussion on the nature of "advanced” when
- their typical M.O. involves spear-phishing and exploits from 2008 (ok, I'll allow that the

methods of controlling their malware can get quite exotic) and how you define
"persistent” (including one school that thought it meant "Patient and determined to get

into your network” while another group insisted it meant "Once they establish a foothold,
L . they will spread laterally and vou will never get rid of them”--note that these are not
Send Peter InMail v mutually exclusive definitions).

A EFKH: https://www.schneier.com/blog/archives/2011/11/advanced persis.html
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The George Washington University
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Origins of the Term

The US Air Force is generally credited with coining the
phrase Advanced Persistent Threat. Mike Cloppert
with Lockheed Martin said, “I first heard this term
used by the USAF’s 8th Air Force in a small meeting
room in 2006... | give them credit for coining this
term, which is any sophisticated adversary engaged in
information warfare in support of long-term strategic
goals.”
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Managing Director, JP Morgan Chase
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The first signs of APTs came from targeted, socially-engineered
2007 - 2010 (3 &)

Commander EEZEEESHEPOISHBIBES

Operations Group USAF Information Warfare Center

2005 — 2007 (2 =)

Director for Cyber Security HEERELEZERSMETLEE
National Security Council White House

2002 — 2005 (3 &)

Commander HFIFZER23SEIELPNEIEE

23d Information Operations Squadron, Kelly AFB, TX
2000 -2003 (3 =)

www.antty.com % %%9‘\?

emails dropping Trojans designed for exfiltration of sensitive
information. They were identified by UK and US CIRT
organizations in 2005. Although the name "APT" was not used,
the attackers met the criteria that determines an APT. The term

"advanced persistent threat" is cited as originating from the

Fletcher School of Law and Diplomacy, Tufts University
TEEH : - ERIFEEN -
Managing Director BRI : N
oo Drector. R  APTHIE— MRS ERE T E RS St BRI
4FEFE-ZEL(1F218) | 22 AENEE i | k S A =Ny YA - 2rb T
Founding Partner Delta Riskﬁlﬂh‘:“éﬂ(A : HEE’Js T‘iKI*EEﬁ%?H}B'#-F?XE&K% I} #:.1220055'3&9&ﬂ]
- |  EEESFIE. BRKERA CAPT XAEF , BRNE
2007=975-2014=6 83 (6 =10 -~78) | Washington DC and San Antonio ;
Senior Vice President for Security ERIRSBSERSNZLERAISHK %ﬁéﬁg EEngPTﬂg*/T;ﬁo QOOGE A -&*#ﬁ I.EE&%"
Finanical Services Roundtabl i e
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Air Force in 2006 with Colonel Greg Rattray.
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The level of sophistication of Stuxnet is by every account very high. The code is relatively
difficult to reverse engineer, contains a PLC rootkit, multiple zero-day exploits, and code
.WPTUEESSDTS with different chipsets. More often than not, the binaries in
APT intrusions are relatively straightforward, and expiloit a single vulnerability most often
in client applications. This enables the adversary to "hide in plain sight" without tn‘ggen’ng
any heuristic attention through various code obfuscation and file hiding technigues that
tend to leave unusual artifacts. After all, with a small target space, the likelinood of
discovery is low, and analytical economies of scale will not apply for APT intrusions,

meaning survivability against RE efforts is less important to build in. «

Stuxnet EERRIEREEIEE-S. EMRIEELIETIERTE , 85— PLC (IFWiE
IZEEHIEE ) rootkit F1E=-~FHRERE , MEEILIEESA G EriEE=E iE T, 7
FiHE | APT IhpI _#F S HENEE TP rAEFREET AR R, =E
SERGEFNAAERH UEEEHOOEERA | 2 IEEEEEEN |, mASEE

Michael MES = StuxnetAREAPT

fAEETE=E. 5, Birs=EEnh | a2 ileynlsets R  mBENES S HasEs
BT APT Wik |, iXEHETT RE MARIEFSEDHAIPLAEE, «

/
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kIR 4% A <Why Stuxnet Isn ‘t APT>, http://digital-forensics.sans.org/blog/2011/03/24/digital-forensics-stuxnet-apt
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MS10-061 ¢

shell32.dll.aslr
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kernel32.dll.aslr
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mdmepq3.PNF X
D1 4 5 6 2 b d £

00000000h: 0% 05 79 AE 14 00 00 00 BF F1 71 D3 44 07 00 00 ;
00000010n: 4C 04 00 00 03 00 00 00 01 00 00 00 02 00 Q0 00 :
00000020h: 08 00 00 00 01 00 0O 00 01 00 00 00 ©1 00 00 00 ;
00000030n: EO 93 04 00 EQ 70 72 00 80 84 1E 00 FE 04 00 00 ;
00000040h: 01 00 00 00 01 00 00 00 01 00 00 00 80 EE 36 00 :
00000050h: 64 00 00 00 2C 01 00 00 58 02 00 00 84 03 00 00 ;
00000060R: SO 46 00 00 08 52 00 00 01 00 00 00 00 00 00 00 ;
00000070h: 00 00 00 00 15 00 00 00 00 00 CB AA 7D A8 CB 01 ;
00000080h: 03 00 00 00 40 4B 4C 00 03 00 00 00 00 CO 45 4C ;
00000090h: 9C 51 CD 01 38 31 00 00 00 00 00 00 00 00 Q0 00 :
00000020h: 00 00 00 00 04 F2 CB 1C &0 5D CB 01 01 00 00 00 ;
000000bOR: 00 00 00 00 04 F2 CB 1C 60 5D CB 01 00 00 00 00 ;
000000c0h: 5A 00 00 00 &7 00 00 00 01 00 00 00 77 00 77 00 :
000000d0R: 77 00 2E 00 77 00 &% 00 6E OO0 €4 00 &F 00 77 00 ;
000000e0n 00 75 00 70 00 64 00 61 00 74 00 €5 00 2E 00 ;
000000f0h: 63 00 6F 00 €D 00 00 00 00 00 00 00 00 00 Q0 00 :
00000100h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ;
00000110h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00 :
00000120h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ;
00000130h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ;
00000140h: 00 00 00 00 00 00 00 00 00 00 00 00 77 00 77 00 :
00000150h: 77 00 2E 00 6D 00 73 00 6E 00 2E 00 63 00 &F 00 ;
00000160n: 6D 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 ;
00000170h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ;
00000180h: 00 00 00 00 OO0 00 00 00 00 OO0 00 00 OO0 00 00 00 ;
00000190h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00 :
000001a0h: 00 00 00 00 00 00 00 0O 00 OO0 00 00 OO0 00 00 00 ;
000001b0h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ;
000001c0h: 00 00 00 00 00 00 00 00 00 00 00 00 77 00 77 00 :
000001d0h: 77 00 2E 00 6D 00 79 00 70 00 72 00 &5 00 &D 00 ;
000001e0h: 62 00 65 00 72 00 66 00 75 00 74 00 62 00 6F 00 ;
000001f0h: 6C 00 2E 00 €3 00 6F 00 6D 00 00 00 00 00 00 00 :
00000200h: 00 00 00 00 OO0 00 00 00 00 OO 00 00 ©0 00 00 00 ;
00000210h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00 :
00000220h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ;
00000230n: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ;
00000240h: 00 00 00 00 00 00 00 00 00 00 00 00 63 00 6E 00 :
00000250h: 64 00 &5 00 78 00 2E 00 70 00 €8 00 70 00 3F 00 ;
00000260n: 64 00 61 00 74 00 61 00 00 00 00 00 00 00 00 00 ;
00000270h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ;
00000280h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ;
00000290h: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 00 :
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FIAE RPC #17 P to P & X X X
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CVE-2008-4520 X X Windows fR55880R5S RPC
RCE
CVE-2012-3015 X X X Step7 Insecure Library
Loading
CVE-2010-2772 X X WinCC EREH
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/r boot32drv.sys

| Created if 0, LSA startup only
Local data files

LSA Authentication Package

‘ Code inside, udpated ‘ dstrlog.dat

Zlib compr. (startup)
Imcache.dat

OCX files
A Found/made in winlogﬁf‘ mscrypt dat
\nsmmgrm 6M ntcache.dat
] rccache.dat
-r;eno:trcr.;; L) gz‘:M \\ ssitable
al .ocx 0, :
msglu32.0cx 1,6M 7:{ Created during startup |
nteps32.0ocx 0.8M

soapr32.ocx 0,2M )

/ emp data files
ik °°°'e,@‘/ ~HLV084.tmp 0,6k
To691.tmp 1,5M \-HLV294.trnp 0,2M

/_/

~r288.tmp
ccalc32.sys ‘ Encrypted sqllite file list log, no reproduction at C

mssecmgr.ocx (6 M) FHEHR

-- resource 146 (2.5 M) (il zlib BIE4RZFREIY

advnetcfg.ocx (0.6 M) BERSY , AIEERHAUER ( XUTFREEHE )
msglus2.ocx (1.6 M) HEIRREIZERISY

nteps32.ocx (0.8 M) HZEIEHREIERISY

soapr32.ocx (0.2 M) BEFRILEEBAIIEIR

~rf<number>.tmp S@ETEREERITEINAIIHTIZE ,
SQLites EiiBEEIEY
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L ] = |k DLL C36B [ UI manipulation
BERE
SYS 0003 |IRzNiERF ORI ERIRE
SYS C433 | Rootkit %ﬁlﬁﬁﬁ/&@ﬁgt@\wel o -
SYS C42D |DLLOEAN
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R ETCPAIUDPERBIT SR ILEIT I KI5, S REARIE
H14TBPF ( BerkeleyEIdiERS ) T3 , RAETERNERSRISHRSHF U=yl
B, FERFIEHIS 44
SYS CE69 | MmO FEHkES @iﬂ#ﬂ%’éﬁjﬁﬁéﬁﬁ%&ﬂﬂﬂﬂ%ﬂ’ﬂ#
DLL (363 | NEEIEOIon TR HES
DLL 4E3B | BERAERERECE M ( Mprefs s, refs.js2 ) MM TUNILTES e
(ENIKES , B , M%) MRIBMES, KeaEmmPes,| [Pl 285D  [AFRAIRIAEE -
EBUHTEF IR
DLL 290B [ #FrEE5ENES ¢ ;&I’%Jﬁﬁéliﬂ_j;l{;}lz %%U*DE%BEE”Y#
« Windows & B IRagE WA, U EIEE B AR
indowsIHRERERSE SIS PR RS EOPE
» Windows SR E RS Z{RIFF#EICR
cESEEE DLL C3CD | #52&* %System%\CurrentControlSet\Services\Tcpip\Linkage\bind B8
. N N fgTCP/IPEEO
s B9 "cryptpp” EEEAIEGEEAEUE z=
DLL C375 | C&C HTTP/cookies DLL | C38F TFPD“TP HIse
ST o TSSEE DLL  |C3C5 |Libnet — &I
—— DLL 27E9 | 1IS BTN EaeE HEEREN
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kB http://www.symantec.com/content/en/us/enterptise/ media/security_response/whitepapers/regin-analysis.pdf
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gEEEFEFErundl132. exe
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Shellcode/Si 48R, ERCRCBSEZFESHS>

C&CHESSER1. 2
kIR 2015.05.28 & R K—pl4rxf T B B 77 MM 89 EAPT = & 9 47

WWwW.antiy.com % %M’? F 237



- e z

“HERKROE" WITBE?

TR e _._d;.i‘ ¥ Cbescon.bin

20000000 FC B2 £9 00 00 00 60 £9 ES 31 D2 64 8B 52 30 €8 odx “uh 10 RO 00000000 FC EE 2% 00 00 00 60 29 ES 31 D2 64 28 S2 30 &8 otk h10d R
20000010 S2 OC 8B S2 14 83 72 28 OF B7 4A 26 31 fFr 31 OO ROCRO«z {0 -Jsig1A 00000010 52 OC &3 S2 14 8B 72 22 OF B7 4A 26 31 FF 31 CO ROGRO(r (O-Js191A
20000020 AC 3C €1 7C 02 2C 20 C1 CF 0D 01 C7 E2 Fo $2 87 ~<a|0, Al OpASRN 00000020 AC 3C €1 7C 02 2C 20 C1 C¥ 0D 01 C7 E2 FO 52 87 ~<al0, Al OghesN
20000030 €3 52 10 €B 42 3C 01 DO &B 40 78 €5 CO 74 4A 02 « RO« B<0B« §x.AtJ0 00000030 &B $2 10 €3 42 3C 01 DO 8B 40 78 85 €0 74 dA 01 RO« B<0Bc Bx A0
20000040 DO SO BB 48 12 85 S8 20 01 DI E3 3C 49 2B 34 &8 DPHDcX DOE<I de 00000040 DO SO €8 48 12 &B S8 20 01 D3I E3 3C 49 B 34 &8 BPeEDX DOE<Ic 4«
20000050 01 D6 31 FF 31 COACCLCr oD 02 C7 32 E0 7S K4 mlylu: Og2éud 00000050 01 D6 31 FF L COAM CICFrOD 01 C7 32 E0O 7S 4 oo1g1A-AY Dg2dnd
20000060 03 7D F2 38 7D 24 7S E2 S8 &3 S8 24 01 D3 €6 83 0)@: j subXeXs002¢ 00000060 03 7D F2 38 7D 24 7S E2 S& 8B S8 24 01 D3 66 2B O} o7 ) sulXc Xs002«
20000070 OC 4B 6B S8 1C 01 D3 6B 04 8 01 DO €9 44 24 24 OcX OO« DcD0eDss 00000070 OC 4B 23 52 1C 01 D3 28 04 €8 01 DO €9 44 24 24 OxcX OO O« D0eDss
20000080 SB SB 61 59 SA S FF EO S8 SF SA €8 12 £B 26 SD [{aYZQPaX_Z<Drr) 00000080 SB SB €1 S% SA 51 FF EO S& SF 5A 2B 12 EB €6 SD [ [0¥ZQP4X_2«Oer)
20000090 €2 6E 65 74 00 €5 77 69 6 69 S4 €2 4C 77 26 07 hoet hwiniThlwsd 00000090 &8 EE €S 74 00 68 77 &9 6F 65 54 68 4C 77 26 07 hnet hwiniThlwsD

30000040 |¥F DS E2 80 O0 GO 0C 4D &F 7A €9 6C 6C 61 2r 38 000000a0
20000000 J2E 30 20 28 €3 4T 6D 70 €1 74 €9 62 6C €5 3B 20 00000000 .0 (compatible;
200000c0 |42 53 49 45 20 31 30 2E 30 38 20 57 69 6E €4 &F M¥SIE 10,0; Windo| User-Agent: G 0000000 MSIE 9.0: Windowl
20000040 |77 73 20 4Z 5S4 20 36 2E 32 38 20 57 4F 57 36 M4 ws NT 6. ] oy 4 . fudeiali ® BT €.1: Winéd;
300000e0 |38 20 54 72 69 €4 65 6E T4 2F 34 2E 20 38 20 84 000000e0 x€4; Tridemt/S.
£¥ 33 63 68 33 20 4D 41 $3 30 43 53 20 00 38 S§8 i 00000020 [30 312 3 2 28 0: BOIES: X
0000100 S8 58 S8 S8 S8 S& 58 S8 S8 S8 S& 58 S¢ S8 S S8 00000100 58 S8 S& S& 58 S8 SB S& S8 58 58 SB S® S8 s5¢ s¢ AH0OCOOCON0
20000110 S2 S& S8 SB S8 S2 S& 58 SB S8 S8 5S¢ 5@ S8 S8 S8 0000000000000 00000110 S8 S8 S8 S& S& SB SB S8 S& S& SB S8 S8 S8 S& S 2000000000000000¢
30000120 S2 S& S& SB S8 S8 00 59 31 FTr ST 57 57 $7 S1 & YLYWWEWOR 00000120 S8 S8 S& S8 58 S8 OD S9 31 FF $7 S7 S7 87 S1 &8 20000 Y1yWWwWagn
20000130 3A S€ 79 A7 FY DS EB 79 SB 31 €9 S5 S1 €A 03 81 Vy$edey 1800300 00000130 3A $6 79 A7 F¥ DS EB 79 S8 31 C9 $1 $1 & 03 §1 Vysedey (1800700
20000140 51 62 50 00 ©0 0O 53 50 68 SY €9 ¥ C6 FF D5 E3 @p  seewetzpde 00000140 51 68 SO 0O 00 00 S3 SO 62 ST €9 Sr C6 PP DS EB QhP  SPRWRTEpde
20000150 €2 59 31 D2 S2 €2 00 02 60 24 S2 52 S2 S1 S2 SO bY10Rn O RRFQRP 00000150 62 S9 31 D2 52 68 00 02 €0 84 52 S2 52 51 52 SO pY10Rh O BRRORP
20000160 €2 EB S5 2C 38 FY DS 89 C6 31 FY 57 57 S7 S7 S6 heU. ; pOREL YWY 00000160 62 EB S5 2E 3B FF DS 29 C6 31 FF S7 S7 S7 57 S€ neU. : pORTL YWY
30000170 €2 2D 0€ 18 7B ¥ DS 85 CO 74 44 31 FF 25 F6 74 h-00($5.AtD1y 6 00000170 68 2D 06 18 78 F¥ DS 85 CO 74 &4 31 Ir 8s ré 7 n-00{90_As01¢. 0t
0000180 04 89 F9 EB 09 €2 AA C5 £2 SD FY 0S 89 C1 €2 45 oxde heAajgdaing 00000120 04 €9 F9 EB 09 68 AR C5 E2 SD FF D5 €9 C1 68 45 Dede hels] ke
20000190 231 SE 31 FF D5 31 FF S7 €A 07 Si S& SO 68 B7 S7 11981 ¢Wy0QvEn R 00000190 21 SE 31 FF DS 31 FF ST €A 07 S1 56 S0 €2 B7 57 1~19519W)OVFR W
2000010 EO 0B FF DS BF 00 2F 00 00 39 C7 74 BC 31 FF EB ao9d; 7 TNige 000001a0 EO0 OB FF DS BF 00 2F 00 00 35 C7 T¢ BC 31 FF EB

20000100 18 EB 49 E2 99 FF FF FT 2F & &w 4 8 00 00 €8 OaIé™y9y]

200001c0 FO BS A2 56 FF DS €A
0000140 40 00 57 62 S8 A4 53

40 62 00 10 00 00 68 00 CO
ES FF DS 93 53 53 &9 E7 S7

SueVid38h O 1
8 wnioxshgdnssuew

&opd; / ge
P TR E € 000001D0-15-0-40- L9 PP PP P2 lun b 4 -—ww«—-m&r@ n
Suavydyen 3

000001c0 FO BS A2 56 FT D5 €A 40 €2 00 10 00 00 62 00 00
00000280 40 0D ST €2 S& A4 53 ES FF DS 93 53 S3 89 E7 57 & wxeshgdessucw
000001eD 62 00 20 00 0O S3 S6 €2 12 96 &89 E2 FF DS 85 CO n seo-rigd A

300001¢0 €2 00 20 00 00 S3 S6 62 12 96 83 E2 FF D5 25 CO n smo-xdgd A
30000120 74 €D 88 07 01 C3 85 CO 75 £S5 S8 €3 E# 37 FF FF siconk AukxAatey
20000200 FF - > IPRUREIR 0000030055

=

00000120 74 CD 3 07 01 C3 25 CO 78 ES S& C3 E2 37 PF IF cicooR Subidargy
B3 B

Stream Conbent

SET Shtvn HTTP 1.1

User—agent: Mozillass. 0 Ccompatible; MsSIE 10.0; windows MT 6. 2; wowsd; Trident 6. 0; El
Touch; mMasFPIsD

Host : == = 0

Connection: Keesep-—Aaliwve

Cache—Control: no—-cache

Ml Follow TCP Stream (tcp.stream eq 0) == ] =

Stream Content

SET ASTHRyD HTTPALl.1l -
usar—agent: mMozillass,s 5.0 C(compatible:; MsSIE 2.0; windows NT &.1;: wWingd; =x&64; El
Trident,”5.0; BOIED; EMUSD)

iy BF T

Host: &80 (== TR RN
Connection: Kesp-—alive
Cache—Control: no-cache
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Cobalt StrikeSE&aY1ER

* Cobalt Strike & Armitage #9 7 Ak BR K,

“_* Armitage & — & Java’5 #9Metasploit & 7 S 69 5 & N XK, TARE LS

Metasploit & %r &g exploit k4T % A48 69 B TR B S K&
* bt5. kalilinux F 4& m% 49 £ 9% JR A Armitage, R 7& K89 A2 % T 4 beacon®)
payload.

Cobalt Strike B X &ZEJIE]: 2012568

Cobalt Strike1.45RIMGIERA ?wlt«ilsifjfzﬂﬂwindowsEI'\JmetaSploitE'fl  ERRMABEETT , UREKEZTRElinuxBY

RAES e EFRREEIERE IR ERAEE | (£S5 T ERERRR
R T beacon SEIEEFE ; FEOUTSITHTLEGE.
beacont&fI Y timestompAp<Y ; bypassuacfftl S EHIFTRFRFE 1050,

Cobalt Strike1.49 18577 Windows XPAJbeacon HTTP Stager TaZiAEFk2S.
Cobalt Strike2.0 AJEEMRY SIS |, BINT “veil” EINEIREARKES.
Cobalt Strike2.1 powershellﬁi@)ﬁ'iﬂZKﬂﬂigﬁgpowershell ; EBE T buildsh TR,

Cobalt Strike2.2 BEEIEINNEEE BIRERESA LAVNCIRS SR | IR TETENLXEESZH LS ;
: RiERES E~KB8ZDI,MSB,US-CERT-VU #lWPVDBEJURLS | .

FREARORABRR ARSbeaconfIDNSIER ; beacontANT runasti <, pwddie,
Cobalt Strike2.4 IR IR R view - >webAEIN ; FAARESEETHEMEIAbeacon HTTPSUES ; IFEERAR
' SEAERFIERIC2 HTTPSIES | BHT 7 Al HUTSIHFIDLLSAIENA TR,
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© Cobalt Strike#f# : Raphael Mudge (£ H)

— LLC#l45 A (the creator of Armitage and founder of Strategic Cyber LLC, develops Cobalt Strike) ;

— AT N3 ARED TEAM JF X #4F, #Metaslpoitt] % 7 Armitage. sleep#2 /55 F #=IRC % F 3%]IRCii;

- BRIXEZFNZAEHRAR, TEFXBOGNXE;

- KR ERWT —ANEFAAD B R4 T Automattic;

- ARSBEILFE, THMTRELEREIH, SF L MEHERRBERED TEAM, ¥ £/m2012-20145 2 8 K&

© #HFHF: Syracuse University £ EH FIR KT, BB KRS
© B AT#EER: Strategic Cyber LLC (BB M A A RFAENE) , FHEENTEZRHRETK

—— =
RS , (RIS 200924
IEHETN 2011.11-2012.5
_ BRkTeTEIT 2010.8-2011.6
KB Wrangler 2009.7-2010.8
Bl A 2008.7-2009.11
RRETEID 2006.4-2008.5
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Locate & Watch Your Child
¥s Hidden lcon / Uninstall Protection
s SMS Text Messages
vs Facebook Chat & Messages
Ys Skype WhatsApp LINE Messages
¥s GPS & Network Phone Location
¥s Remotely Block Calls / Text Messages
¥s Remotely Block Violent / Sexual Apps
Ys Spyware [ Malicious App Alerts
Ys Call, App & Website Usage History
Ys Phone Address Book
Y MMS Multi-Media Messages
Ys System & SIM Change Notifications
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Q ‘“ LR Help  Exit
l‘y My Demo Kd g R
Ef-prttoticg e e [¥] Show Advanced Commands Set Command Active e Text Message Commands J
- FERTR i RTTEENTERBHAE LR#RE 2 - DREHRS T UEER i )
u B - fTERTH ETT General - Distracted Driving Mode 4| In addition to commands sent directly from this Web App, commands can also be
5 - TR _ . General - Distracted Driving Mode 58Nt 1o the App on the phone using Text Messages.
FETERTREL @ )
-3 Ganeral- Trackng Moda Enable Distacted Dring Mode
A -2 REERTIAL @ _ No Oplors Avaleble |~ stiece @
[ BARORRERENAER ERRATER TR - FRLELLAL @ Comms - Set Roaming Disable Distiacted Drving Mode (g}
y This command tells the App on the phone whether Enable Tracking Mod
- REENNE SEEGTRANT BRI LOLARF LS LGRS REEELERL @ General - Set Control Seheddle it nable Trecking Mode @)
VESSR EHRERBRTNRYAERR  RERIEN ERGFLAEE @ P —— disabied. Disable Tracking Mode  (g)
Wi - (T ARERHIRTERE - PRSI ER R REE ] 9 Acquire Location & Send Via Text Message g
Bt - HEiETR THARA SR TS R TR AR - TEERRENRNES @ Events - Delete Events When distracted driving mode is enabled the App on Acquie Localion, Send Via Text Message & Uplead )
. the phone will keep GPS activated at all times and
Wi - 3] LR iR R PR Events - Set Upload Calls record location and speed every time Text Message, Check For New Commands Now (g
e - HEFIRE ##  DEMODEMODEMODEMO Events - Set Upload Calls Immediately :I:\Lreﬂwema Message and Web functionalities Remote Activation e
ATFEE 5
% - T LSRN R
Events - Set Upload All Types
TR £E MWyDomoKd By defaull disiracted driving mode is disabied n order | | Account Detalls Refresh Account Detalls g
HE A Events - Set Upload All Types Immediately| | to protect the phone from excessive batiery drain. Key DEMODEMODEMODEMO
PR TR A B 2010-CF 01 60000 (426847A) Events - Upload Immediately i Emal
e - M7 FE 20105 016:00:00 [H345 7] i Fiend Name ¥ Demo Ki
T u HE 2010HE 01 60000 [EHT) Events - Upload Immediately (WLAN/WIFT) ¥ y
P& momo biige_1 Events - Set Upload Location Status  Activated
Bt - ERERASRALS S A1 B Android _ Enabled  Thu Jul 01 2010 6:00 AM [Local Time]
Bit- TR Evenk - 52 Upoad Localon Iy Acivaled Thu Ju 01 2010600 AM [LocalTire]
Wi - LERER Events - Set Upload Multi-Media Messages| Last Upload  Sun Jan 00 NaN 12:00 AM [Local Time]
B LR Events - Set Upload Muli-Media Messages Product momo beagle 1
T, S — Urinstal Alert Phone Number ot Set
Wit - LR RGYIE Even's - Set Upload Text Messages Recorder Installation  Version 1 Installed On Android 0
Bt - LA LR GHE Events - Set Uplozd Text Messages Immed Protector Installaton Nt Instaled ) vl
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